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1 Pre-condition

¢ The total number of files that can be added to the parcel is 1,000.

e The total size limit of file is 10,000 MB.

e The recommendation of the maximum size of single file is 1 GB.

e The validity period of file is 7 days.

e The maximum number of download of file is 10 times for each
receiver.

e Data sender/owner should ensure a valid contract with
Confidentiality terms or a valid NDA is signed with the data
receiver.

e PKI card and mobile phone number is needed for data parcel with
classification Internal and Confidential, the files will be encrypted to
zip format and the unzip password will be sent to the predefined mobile
phone number by SMS.

*PIN definition and setting scenarios

The PIN (at least 8 characters, with a combination of upper- and lower-case letters
together with digits, symbols can also be used), can only be set by data parcel
sender (i.e. creator/owner).

e For Confidential parcel the PIN must be set.
e It is optional for classification Public & Internal.

If the data parcel sender has set the PIN, the data parcel receiver must enter the
same PIN to access the parcel.

**Comparison between different data parcel classifications:

Requirements Public Internal Confidential
PIN Optional Optional Y
PKI N Y Y
Mobile/SMS N Y Y
Encryption N Y Y
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2 Introduction to eBox

eBox system enables sending and receiving of large volumes of data between users in
accordance with Volkswagen Group China (further as “VGC”) principles. The transfers are
available within the company, as well as between the employees and external subjects (e.g.
customer).

The transfers are implemented as “Data Parcels” in this project. Each Data Parcel can be
addressed to one or more recipients; downloading the data is available only after authorization
PIN has been successfully entered — The PIN can only be set by data parcel sender (i.e.
creator/owner). For Confidential parcel the PIN must be set. It is optional for classification Public
& Internal. If the data parcel sender has set the PIN, the data parcel receiver must enter the PIN
to access the parcel. PIN has to be delivered via different communication method (SMS, verbal,
email, phone, etc) to the recipient(s). During the transferring, PIN means the “Extraction Code”,
which is used to extract the file.

Data transferring, | always initiated by an internal employee, whiles he or she can choose
between an Outgoing Data Parcel (for sending files) and Incoming Data Parcel (for receiving
files).

Basic scenarios for both cases are described further in following chapters.

The user is responsible for proper classification of data and the
use of the services that VGC eBox offers. (See IT Security and
Information Classification). The transferred data are stored and can
be examined by an authorized person.

If you are not sure how to classify data, please contact your
colleague responsible for security before sending the item.
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3 Use of eBox

eBox is available for users in Volkswagen Group China via a browser on address
https:\\vgcebox.ap.vwg\web. In order to be able to upload files, you must have one of the
following browsers: Internet Explorer 11 or a newer version or Firefox (other modern
browsers like Chrome are also supported). After entering the address, you will see the
following:

VOLKSWAGEN

GROUP CHINA

data to external
ure

GG eBox | User: AP

Create Data Parcel Outgoing Data Parcels Incoming Data Parcels Templates User Manual

This wizard leads you through the steps of creating an Outgoing “This wizard lesds you through the steps of preparing an empty Dats
W 0ete Parcel which atows you o send ceta o person you define J Parcel (incoming) for the person you want to receive data from
7

P If you want to send some data, start here. E If you want to receive some data, start here.
Figure 1: Introductory Page of the eBox application

You can select the language modification at the top on the right. The currently available
languages are German (DE), English (EN) and Chinese (CN). The default language
setting is corresponded to the language setting for the employee portal.

Receiving and sending data is done by clicking on the required wizard with the text "for
sending" or the text "receiving". Below these links to the wizards, a list of unfinished
transfers and processed sent parcel may be displayed.

3.1 Sending parcel
The fastest way to send parcel is by clicking on the button reading "If you want to send

files, start here."

If you want to send some data, start here.
P ? This wizard leads you through the steps of creating an Cutgoing
. -

Data Parcel which allows you to send data to person you define.

Figure 2: Button for sending parcel

Another option for sending parcel is to select via the menu at the top "Create Data
Parcel" - > "Create outgoing parcel". Then click on "Create".

User Manual | eBOX 6/24


https://vgcebox.ap.vwg/web

VOLKSWAGEN

GROUP CHINA
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Create Data Parcel «~

|’ Create oulgo
3 Prepare incoming

Create

Figure 3: Creating parcel

Then you will be guided through the steps by the wizard.

Create Data Parcel Outgoing Data Parcels Incoming Data Parcels Templates User Manual

o

Create a new outgoing Data Parcel

Properties Data Parcel details
Name: * Example Data Parcel Name:
Qwmer:
Valid from 12/20/2017 to 12/27/2017_
Stater Undispatched

Description: * Example Daia Parcel

‘i# This text will be sent in the email to the Data Parcel recipient.

Classif Confidential w

‘i/ For Confidential parcel the PIN must be set. It is optional for classification Public and Internal.

For Internal and Confidential parcel please insert your PKI card before proceeding
Security PIN
&) PIN (at least 8 characters, with a combination of upper- and lower-case letters together with digits)
Re-enter the Security PIN
‘i/ Re-enter the Security PIN
Recigient not visible: ]
\i# Do not show the recipient list of ather recipients.
]
s: |10

Figure 4: First steps for creating parcel

The first step is to give the parcel an appropriate name and description. These details will
be sent to the e-mail recipient, so that the recipient will know what the subject is. These
fields are mandatory.

You must also select the classification, eBox offers Public/internal/Confidential data
parcels. The PIN (at least 8 characters, with a combination of upper- and lower-case
letters together with digits, symbols can also be used), is optional to Public and Internal
parcels but a must for confidential. For security reasons, the PIN must be delivered to the
recipient using a different communication method (SMS, verbal, email, phone, etc). If the
classification Internal or Confidential has been selected, it is then need the PKI card
and mobile phone numbers, also necessary to encrypt the files, and they will be
encrypted in a zip file automatically. The system encrypts all files with the same unzip
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password (sent to the predefined mobile numbers), but each one separately. Therefore,
when sending a larger number of files, it is recommended to combine them first into a
single file in some way.

The selection of the classification
and the handover of the PIN are
important parts of data security.
Please select the PIN carefully.

Recipient not visible:

YOU a|SO have an Option tO CheCk (1] i) Do not show the recipient list of other recipients. - ReCipientS
not visible" so that no recipient will be seen by the others. This option should be selected

if the list of recipients is too long. There is a risk of criminal liability for distributing private
data.

The next option will save the current settings as a template Ussdstsparcslastempiste: - [ |f this
option is chosen, after the current data parcel is successfully created, a template will be
created, which will be available under the menu item "Templates" and will have the same
parameters, together with the list of addressees, as the current parcel item.

The maximum number of download of files will be the final step to be set up in this form.
By clicking the "Next" button, you will move to the second step in the process.

Create Data Parcel Outgoing Data Parcels Incoming Data Parcels Templates User Manual

0 ) ()

Data recepient

Email Address

Email: *

T

Import data recipients

Next

Figure 5: Second step of parcel creation
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In the second step, the data parcel recipients will be added. You can enter the recipient's
e-mail address in the "E-mail" field and then save it using the "Save" button. If this is the
first time using the particular e-mail address, the system will ask for the e-mail address
owner's first name, surname, company and mobile phone number. A password will be
sent to the phone number for unencrypting sent files, which are automatically encrypted
by the system (see also the previous document page). If that number is not yet recorded
in the system, you will be asked for it.

If it becomes necessary to change the telephone number or send the password to the
number again, please contact the Service Desk?.

Create Data Parcel Outgoing Data Parcels Incoming Data Parcels Templates User Manual

Data Parcel recepient/sender

Data Parcel recipient/sender

Email: * example1@email. com
First name: * |
Last name:
Company: *
Mabile:
v
Publish mobile number for others: |:|

Next

Figure 6: Addition of required information about the recipient for the second step

1 Service Desk VGC China: +86 10 6531 3333 (ext. 3333), VGC.UHD@volkswagen.com.cn
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O ————p )

Data recepient

& X examplel@email.com

joe smith, JS

Email Address

Email:

Save

Import data recipients

As soon as you have completed the fields and clicked "Next", you will return to the
screen with the recipients.

In the section "Import data recipients" you can add a list of recipients, which you have
created based on a template for more frequent usage. In the template, you will fill in the
listed information and then export the data. The file that you’re exporting can be then
uploaded, and the contained information will be read.

Import data recipients

File: @] Template I Save

Click to the “Template” and input the email address for each recipient.

Export ‘ Import ‘ DataBox - Bulk import addresses.xlsm
Addresses
Email First Name Last Name Company Mobile
example@email.com joe Smith IS
exmplel@email.com Smith Joe SJ

Click to the “Export” button in the excel, which will help to export the form into “XML”
format automatically.
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~
{ “\../'I | m » Computer » SYS(C:) » Users » g3roznw » Desktop » - |¢, | | Search Desktop pel |
Organize = Mew folder i - (7]
-
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A Libraries I )
, FAQ 2017-07-27 13:19 File folder
@ Documents )
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18 Computer
&, svs(c)
—a DATA (D)
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File name: -
Save as type: [XML soubory (*xml) V]
Authors: Kaufman Pavel Tags: Add atag Title: Add a title
4 Hide Folders Tools - [ Save ] l Cancel ]

After you have saved the “XML” file document, you should return to the eBox website and
upload the “XML” file and click “Save” button.

Create Data Parcel Outgoing Data Parcels Incoming Data Parcels Templates User Manual

O ————p ()
Data recepient

Email Address

Email: *

Save

Import data recipients

File: C:\Users\g3roznwi\Desktop\import.xml ﬁi] Template
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O - ()

Data recepient

& X exmplel@email.com

Smith Joe, SJ

& X example@email.com
joe Smith, JS

Email Address
Email:

Save

Import data recipients

Then you will finish by clicking "Next" to move to the next step.

Create Data Parcel Outgoing Data Parcels Incoming Data Parcels Templates User Manual

Data Parcel content

Create Data Parcel Outgoing Data Parcels Incoming Data Parcels Templates User Manual

Data Parcel content

Data Parcel details
Name: Example Data Parcel
Owner
Size limit: 10000 MB
. Description: Example Data Parcel
o Koala.jpg plion: Examp
780.83 KB v

Classification: Public
- Valid from 712712017 to 8372017
e State: Undispatched

Files already uploaded

Koala.jpg
0.74 MB

Figure 7: Fourth step of data parcel creation
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Here you can upload files by clicking "Browse" button. If you experience any problems
with uploading a file, try to rename the file, so that it contains only alphanumeric
characters without diacritics, and thus the new name is not too long.

Data parcel labelled as “Internal” and
"Confidential" shall be encrypted
automatically by the system, so it’s not
necessary to encrypt them manually.

You can select more than one file to upload together. The progress of uploading file(s) will
be displayed continuously, and files which have been already uploaded will also be
visible. Upon uploading completed, you can continue by clicking the "Next" button.

Larger files (50+ MB) require some extra time after uploading, because all files are tested
by an anti-virus program. This section displays a summary and may display a message
stating that the data parcel cannot be sent.

Create Data Parcel Outgoing Data Parcels Incoming Data Parcels Templates User Manual

Data Parcel summary

Properties Edit properties
Example Data Parcel
Example Data Parcel
Data Recipient/Sender Edit recipient/sender

examplel@email.com

joe smith, JS

Files Add or remove files

Koala jpg

762.53 KB , Processed with success

This is a Data Parcel summary. If you click Dispatch, no moere changes can be made to Data Parcel and notification email will be sent to Data Parcel
recipient/sender

Figure 8: Fifth step of parcel creation

After the Data Parcel Summary section, user should click “Dispatch” to successfully send
the file to the appointed user.
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j/ The Data Parcel has been dispatched succesfully and notification email has been sent to Data Parcel recipient.

Figure 9: Sixth step of parcel creation

In the final step (the sixth step), there is an information will be reminded user that Data Parcel has
been successfully sent. Click “OK” button will jump to the homepage of the eBox.

As the sender, you will receive a confirmation e-mail stating that the data parcel has been
sent, and you may receive an SMS message with a password.

From: eBox Notification Sent:
To: Liu, Shiting (EXTERN: PWC)

Cc

Subject: VGC eBox QA Example Data Parcel

VGC eBox QA

Dear user,
You have sent a Data Parcel named Example Data Parcel.

This Data Parcel will be available during period 7/25/2017 - 8/1/2017. This Data Parcel contains 2 file(s) with the overall size 0.75 MB.

Notes:

Example Data Parcel

VGC eBox is used for safe data transfer of large files from and to VOLKSWAGEN GROUP China. Access to every transfered file is monitored, files are checked with antivirus software.
If this email was delivered to you by mistake please don't respond.

© 2017 VOLKSWAGEN GROUP CHINA | Temporary Service Desk during pilot phase: (+86) 10 6531 4386, vcic_ebox@volkswagen.com.cn
FHEEF.
ERIFE#ET — £ 2Example Data Parcelf)#E<.
EEESRERHEHT/25/2017 - 8/1/2017. ZEESSE2ITE. 2EEH0.75 MB.

-
Example Data Parcel

VGC eBoxAREXAMEREE (bE) RfFELMAIBLE. FACHEHEHSEEE EEBdmhHAZHEMN.

Figure 10: Confirmation e-mail for the sender

The recipient of the data parcel will receive an e-mail with a link for downloading the sent
files and may receive an SMS message with a password.
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VGC eBox QA

‘Dats Parcal named Example Data Parcel prepared for you at VOLKSWAGEN(China) Investmant Co., LTD., red by Extern.Shiting.Liu@velkswagen.com.cn.

thara is 3
This Data Parce! ol be available during period 7/25/2017 - 8/1/2017. This Data Parcel contains 1 file(s) with the cversl sizz 0,74 MB.
You can duwnluad f\\e(s) from this Data Parcel using following link:
hty cebox .cn/Webyu

4WSzp1t37AMYGAMSTFZudCMEH ZnclK yogzOuSZWNuKvzDVsw==/Public/Summary.

(=E} & Extern.Shiting.Liv@velkswagen.com.cn #5®% T —4£% Example Data Parcel 35845,

712512017 - 8/1/2017. HEETEE 1 mf. SES%0.74MB-
Eﬂﬂ&ﬂ?ﬁ&?ﬂkﬁgﬁﬁllﬁiﬁ
https:/ /vaceboxaa.vac.com.cn/Web/uacDO4W9zp1t37AMYGEMITFZudCMIHZnc1K. zO0uSZWNuKvzDVsw==/Public/Summary.
BHE-

Example Data Parcel
VGCeBox ARSXANEEA (+E) BN EZEHATHIE. AT XHNESHEIARE OB HAESEN.
mREEGHRRAEREE. FAEE.

Figure 11: E-mail for the recipient

The recipient can either click on the link in the e-mail body; or copy and paste it in the
browser’s address field. After this, the recipient will be asked to enter a PIN, and by
following its successful confirmation, the sent files will be then displayed. The recipient
will have the option of downloading them.

The accessibility of the sent files is limited to 7 days by
default. Only the creator of the batch of sent files or the
administrator can see the batch after that validity has
expired. If the recipient does not retrieve the files by that
deadline, they will have to be re-sent.

Create Data Parcel Outgoing Data Parcels Incoming Data Parcels Templates User Manual

Data Parcel summary
Properties Edit properties

Example Data Parcel
Example Data Par

Data Recipient/Sender
example@email.com

Files Add or remove files
Koala (1).1pg

Figure 12: Downloading data parcel

If the batch of sent files (data parcel) has been automatically encrypted, a password
received by SMS will be needed to decrypt it. Most widely used operating systems

containing an integrated tool for unzipping files do not support unzipping encrypted files,
and therefore it will be necessary to use some third-party software for this purpose.
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3.2 Receipt of data parcel
For receipt of a data parcel from a third-party, you must create a batch of files as a

recipient. Click the "Start here if you want to accept files." option

2

If you want to receive some data, start here.

This wizard leads you through the steps of preparing an empiy Data
Parcel (Incoming) for the person you want to receive data from.

Figure 13: Button for receipt of files

This will launch the wizard, which will guide you through the steps of creating a batch of
files.

Create Data Parcel Outgoing Data Parcels Incoming Data Parcels Templates User Manual

Edit incoming Data Parcel properties

Properties Data Parcel details
Name: * [Example Data Parcel % Name: Example Data Parcel
) Owner
. Example Data Parcel
Description P! Size limit: 10000 MB

Description: Example Data Parcel

Classification: Public
Valid from T/25/2017 to 8172017

Classification: Public ~ State: Undispatched

Security PIN:

i) This text will be sent in the email to the Data Parcel recipient

i Secure the Data Parcel with security PIN. PIN will be required while accessing dala

Re-Enter the PIN:
i) Re-enter the Security PIN

Size limit 10000
iy Maximum Data Parcel size is 10000 MB

Use data parcel as template: O

Next

Figure 14: First step of acceptance of sent files

Like with sending files, you no longer have to enter a name and a description of the batch
of files. You must again select the correct classification and select a PIN, and you can
also set the maximum size of the batch. Like during sending, the batch can be saved as a
template.
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The selection of the classification and the
handover of the PIN are important parts
of data security. Please select the PIN
carefully.

After clicking on the "Next" button, you can enter the batch sender. There can be only one
here.

Create Data Parcel Outgoing Data Parcels Incoming Data Parcels Templates User Manual
O - @)
Data sender
Email Address
Email: *
Save

Figure 15: Second step of acceptance of sent files

After entering the recipient's e-mail address, confirming by clicking "Save" and then
clicking "Next", you will move to what for now will be the last step. Similarly to an outgoing
data parcel, in this case it will also be necessary for confidential batches of files to enter
the telephone number to which the encryption password will be sent. If it becomes
necessary to change the telephone number or send the password to the number again,
please contact the Service Desk?.

2 Service Desk VGC China: +86 10 6531 3333 (ext. 3333), VGC.UHD@volkswagen.com.cn
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Data Parcel summary

Properties Edit properties
Example Data Parcel
Example Data Parcel
e limit 10000 MB
Walid from 7/25/2017 to 8/1/2017
Data Recipient/Sender Edit recipient/sender

example@email. com

joe Smith, JS

This is a Data Parcel summary_ If you click Dispatch, no more changes can be made to Data Parcel and notification email will be sent to Data Parcel

recipient/sender

| Dispatch | | Cancel ‘

Figure 16: Fifth step of acceptance of sent files

After clicking "Dispatch", the system will confirm the batch of files, and you will receive a
confirmation e-mail:

VGC eBox QA

Dear user,
you have created the empty Data Parcel named Example Data Parcel.
There was allocated 10000 MB for this Data Parcel and it will be available during period 7/25/2017 - 8/1/2017.

Motes:
Example Data Parcel

£koda eBox is used for safe data transfer of large files from and to VOLKSWAGEN(China) Investment Co., LTD. company. Access to every transfered file is monitored, files are checked with
antivirus software
If this email was delivered to you by mistake please don't respond

© 2017 VOLKSWAGEN GROUP CHINA | Temporary Service Desk during pilot phase: (+86) 10 6531 4386, vcic_ebox@vaolkswagen.com.cn

EEHREF.
EE#EE HExample Data Parcel 315 ##54.

E#EORE10000 MBS(DTELETE, REEaaERIEHT/25/2017 - 8/1/2017.

Figure 17: Confirmation e-mail for batch creation

The sender will receive an e-mail with a link. After clicking the link, they must enter a PIN
that you have shared with them in advance and must begin uploading data.
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Data Parcel summary

Properties
Example Data Parcel

Files Add or remove files

Figure 18: Preview for uploading files on the sender's side

The sender will click the link "Add or remove files" and will be taken to the screen for
uploading files. If you experience any problems with uploading a file, try to rename the
file, so that it contains only alphanumeric characters without diacritics and so that the new
name is not too long.

Data Parcel content

Browse..

Next

Figure 19: Fourth step of acceptance of sent files

You must receive the PIN using a different method.
Ensure that the sender follows this rule. During the
transferring, PIN means the “Extraction Code”,
which is used to extract the file.

Larger files (50+ MB) require some extra time after uploading, because all files are tested
by an anti-virus program. If the classification "Confidential" has been selected, it will also
be necessary to encrypt the files, and they will be encrypted in a zip file automatically.
The system encrypts all files with the same password, but each one separately.
Therefore, when sending a larger number of files it is recommended to combine them first
into a single file in some way.
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This section displays a summary and may display a message stating that the data parcel
cannot be sent. As soon as the uploading process is finished, the user can click the
"Send" button.

The user will receive a confirmation of uploading of the batch of files, and you will receive
a link for downloading it and may receive a password by SMS.

Subject: VGC eBox QA: Example Data Parcel

VGC eBox QA

Dear user,
files have been uploaded to Data Parcel Example Data Parcel created by your account Extern.Shiting.Liu@volkswagen.com.cn.
This Data Parcel will be available during period 7/25/2017 - 8/1/2017. This Data Parcel contains 1 file(s) with the overall size 0.54 MB.

You can download file(s) from the Data Parcel following this link:
https://vgcebaxqa.ap.vwg/Web/DHyvCIZ|_WAKgInx3EISBDFfbtjx7vrFYMIObdaC2yMIz0bFol0xUQ==/Public/Summary.

Author's notes for this Data Parcel:
Example Data Parcel

T ~Extern.Shiting. Liu@volkswagen.com.cng Example Data Parcel.

FE70.54 MB.

HESHEREAT/25/2017 - 8/1/2017. ZEES9E14MTH 2

297 Bl CLF 8RS T4 S b B 0 -
https:/ /vgceboxqa.ap.vwg/Web /DHyvCIZI_WAKgInx3EI9BDFfbtjx7vrFYMIObdaC2yMIz0bFo10xUQ==/Public/Summary.

HE-:

Example Data Parcel

VGC eBoxAREXARERA (+E) ATELPHACHEXE. FITXHFNGRSEEEEDAIHRAFEN.

Figure 20: Confirming e-mail for the recipient of the files with a link

Clicking the link will take you to a screen, where you can download the files onto your
computer after entering the PIN.
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Data Parcel summary

Properties
XLS
XLS
Size limit 10000 MB
/. om 7/27/2017 to 8/3/12017
Data Recipient/Sender
Files
list.xml
386 B , Processed with success

Figure 21: Screen for downloading sent files

If the batch of sent files (data parcel) has been automatically encrypted, a password
received by SMS will be needed to decrypt it. Most operating systems containing an
integrated tool for unzipping files do not support unzipping encrypted files, and therefore it
will be necessary to use some third-party software for this purpose.

3.3 Other functions

3.3.1 List of outgoing data parcel
By selecting the item "Outgoing data parcels" -> "Outgoing data parcel list" from the

menu, you can see the currently active sent data parcel items. Here you can also finish
individual outgoing data parcels after clicking through. When the data parcel is finished,

you will receive an e-mail notifying you about this.
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List of your outgoing Data Parcels

Example Data Parcel (State: Files ready for download)
Example Data Parcel
Valid from 7/27/2017 to 8/3/2017.

Figure 22: List of outgoing data parcel
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3.3.2 History of outgoing data parcel

By selecting the item "Outgoing data parcels" -> "Outgoing data parcel history" from the
menu, you can see data parcel items whose validity has expired or which have been
finished or stopped.

Create Data Parcel Outgoing Data Parcels Incoming Data Parcels Templates User Manual

History of your outgoing Data Parcels
5 (State: Stopped)

Valid from 7/24/2017 to 7/24/2017.
Figure 23: List of sent data parcel after validity dates

3.3.3 List of incoming data parcel
By selecting the item "Incoming data parcels" -> "Incoming data parcel list" from the

menu, you can see the currently active sent data parcel items. Here you can also finish
individual incoming data parcels after clicking through. When the data parcel is finished,
you will receive an e-mail notifying you of this.
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List of your incoming Data Parcels

Schema (State: Files ready for download)

Schema

Valid from 7/27/2017 to 8/3/2017
Figure 24: List of incoming data parcel

3.3.4 History of incoming data parcels
By selecting the item "Incoming data parcels" -> "Incoming data parcel history" from the

menu, you can see data parcel whose validity already expired or which were finished.

Create Data Parcel Qutgoing Data Parcels Incoming Data Parcels Templates User Manual

History of your incoming Data Parcels

i) This list contains no records

Figure 25: List of incoming data parcel after validity dates
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3.3.5 Templates
In this field, after selecting a type of data parcel batch, you will see the templates

you have created, and by clicking them you can continue with creating a batch with
the same parameters as the template.
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4 Appendix / Reference Documents

Document name Description Storage location

N/A

Table 1: Reference Documents

All User Manuals have to be uploaded into Intranet, see link: http://portal.vcic.ap.vwg/faqg

In case of any question, please contact UHD.
Telephone: 3333
Email: VGC.UHD@volkswagen.com.cn
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